Home Office

Scientific
Development Branch

Retrieval of Video Evidence and
Production of Working Copies
from Digital CCTV Systems

N Cohen
S Walker
K MacLennan-Brown







Retrieval of Video Evidence and
Production of Working Copies from
Digital CCTV Systems

Neil Cohen
Simon Walker
Ken MacLennan-Brown

Publication No. 21/06



Retrieval of Video Evidence and Production of Working Copies from
Digital CCTV Systems

Neil Cohen
Simon Walker
Ken MacLennan-Brown

First published March 2006
© CROWN COPYRIGHT 2006

The text of this publication may not be reproduced, nor may talks or
lectures based on material contained within the document be given,
without the written consent of the Director, Home Office Scientific
Development Branch.

Home Office Scientific Development Branch
Sandridge

St Albans

AL4 9HQ

United Kingdom

Telephone: +44 (0)1727 816400

Fax: +44 (0)1727 816233

E-mail: hosdb@homeoffice.gsi.gov.uk
Website: www.hosdb.homeoffice.gov.uk



Foreword

CCTV is increasingly commonplace in our society and has proved an lrevaluable

tool in the investigation of crime ranging from petty theft tociesm. However, the
proliferation of different CCTV systems, together with the titéors from analogue to

digital recording technology has required a change in practiwethé recovery and
processing of video evidence. This is particularly evident in theeased level of

technical knowledge required for retrieval of video evidemomfthe diverse range of
digital CCTV systems in use.

It is therefore vital that the police have clear procedares guidance to follow when

retrieving video and processing images from digital CCTV systend maintain the
integrity of the evidence.

We are confident that this procedure provides a sound framework withich o
effectively gather and present evidence from digital CCTV systems.

i/ SN

Alan Pratt Graeme Gerrard
Director DCC Cheshire Constabulary
HOSDB Chair ACPO CCTV/Video

Working Group
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Management Summary

This document has been designed to provide a ptweeshd supporting
guidance to police technical staff wishing to idgnthe most appropriate
method for retrieving video from any digital CCTYsiem. It also provides
guidance on methods for the production of workiogies in non-native file
formats, where this is necessary to facilitateHartprocessing or replay in
court.

The first part of the document covers methods lier tetrieval of video in its
native file format from digital CCTV systems, leadito the creation of a
master copy of the evidence. It presents a chdabdiactions that should be
followed when retrieving data to ensure that alévant information is
captured and evidential integrity is maintainedallo contains a flowchart to
help the user select the most appropriate retrievathod to use for any given
CCTV system. Explanatory notes are provided fotheagtion and guidance
given for assessing the practicality and suitapitit each technique.

The second part of the document covers the produoatf working copies,
specifically where this involves a conversion betwerideo formats. The
various routes available for format conversion resented in a chart, which
also shows the different options available for fistorage of the working
copy. Information is given as to the suitabilityedch conversion technique
and storage medium, so that appropriate choicedeanade to best minimise
the potential degradation in image quality.

This publication has used as its foundation thelgnce for the proper capture
and handling of digital images for police applicais given in the Home
Office / ACPO Digital Imaging Procedure (HOSDB R2f2002).



Introduction

Digital CCTV installations vary greatly in terms tife recording methods
used and picture export facilities provided. Thare many manufacturers
operating in the CCTV marketplace and each offesBghtly different
solution with different capabilities and functioitgl This makes the task of
retrieving and replaying data increasingly compiexxpolice technical staff,
who have to develop a familiarity with a broad raraf systems and export
technologies.

This publication is designed to guide technicaffdtathe selection of
methods for effective retrieval and subsequent @semg of digital CCTV. It
is essential that the selected method allows evidkimtegrity to be
maintained and that maximum picture informatiomdatained.

The document divided into two parts, each of whiohsists of a procedure,
flow chart and associated guidance notes. The fiast covers the retrieval of
video data in its native file format from digitalGTV systems, leading to the
creation of a master copy of the evidence. The mégart focuses on
methods for the creation of a working copy of tlaad particularly where a
format conversion is required. This is usually hesmthe native file format
does not permit the processing or editing thatewuired to analyse or present
the video evidence.



2.1

Retrieval of Video Evidence

Introduction

This procedure is designed to enable police tecisaff to select the most
appropriate method for retrieving recorded videanira digital CCTV
system. It is aimed at video content investigatoather than computer
systems analysts, and is intended to facilitateagtion of video sequences
(and associated metadata, e.g. time and date) digital video recording
equipment, rather than to forensically examinedhtre system. There are
key differences between most CCTV and computerrfgieinvestigations;
e.g. it is often the case with CCTV that the owaopegfrator of the system is
not a suspect and the recording is not seized URAEE.

Forensic computer investigators are advised to tef¢he relevant ACPO
guidelines for computer based evidence:

http://www.acpo.police.uk/policies.asp

Having received a request for assistance, a tetamis required to assess the
request against the functionality provided by tH@TW¥ system. The selection

process is based around a flow chart (see sect®n ®hich seeks to address
four fundamental questions:

1. Is the request reasonable?

2. What export methods are available?

3. Is the method practical?

4. Does the method lead to the creation of an exidemaster copy?

Priority is given to techniques that permit videstalto be extracted in the
native file format and satisfy the requirements ftaster copies as described
in the Home Office/ACPO Digital Imaging Procedur#QSDB Ref: 2/2002).
The preference for extraction of data in the nafileeformat is to assist with
maintaining evidential integrity and retaining pict quality.

Options such as recording to videotape (analogudigital) via an analogue
video output or scan conversion of the VGA sigmahi the CCTV system are
not recommended for the creation of a master ctpse do not result in
exact copies of the original picture data, potdhtigesulting in a reduction in
picture quality (i.e. loss of information) and eeidial weight. In
circumstances where it is not possible or practicaxtract the data in the
native format, alternative methods (such as recgrdd videotape and scan
conversion) may be justifiable, but their use skdut approved by the SIO or
nominated representative.



2.2

Download Checklist

The list of actions below should be followed whetrieving video data to
ensure that all relevant video and information alibe system is gathered.
This is essential to permit future viewing and ntain evidential integrity,
whilst minimising any potential disruption to theemises where the CCTV
system is installed.

(a)

(b)

(c)

(d)

(e)

(f)

(9)
(h)

(i)

()

(k)

Contemporaneous notes should be kept, detailing the course of action
taken, to provide an audit trail.

Note the make and model of the CCTV system, and the number of
cameras. Take photographs of the system if posgdalgicularly if the
recorder is unfamiliar or the manufacturer uncertai

Note the basic system settings (e.g. current record settings and display
settings), so that if changes have to be madeditittae the retrieval, it

is then possible to return the system to its odagstate. (Taking
photographs of the system can assist, particuladgble connections are
changed during retrieval).

Time check — compare the time displayed by the CCTV systeih wiat
given by the speaking clock. Any error betweensistem time and real
time should be recorded in the audit trail and cengated for when
conducting the retrieval. This will ensure that twerect section of data
is copied.

Determine time period required in conjunction with SIO, if this has not
already been specified in the request.

Determine which camera views are required, and whether they can be
retrieved separately. Depending on the nature ®fitbident, there
might, for example, be a requirement to retriedecaineras with external
views. Some systems permit video from individuaheaas to be
downloaded, but some do not, in which case data fatd cameras will
need to be taken. The decision taken and the redsorit should be
documented in the audit trail.

Replay Data. Check that the requested video exists on the gyste

Check storage/ overwrite time — to determine how long the relevant
data will be retained on the system. This is pattidy important if the
retrieval cannot be carried out immediately, ordseto be prioritised
against other tasks. A maximum time period can therdetermined
within which the retrieval must be carried out befalata is lost.

Obtain system password, if necessary. Be aware that the standard user
password may provide only limited functionality aad administrator
password may be necessary in order to enable daiaval.

Therecording should not be stopped during theretrieval process
unless (i) this is an unavoidable feature of thetey or (ii) there is an
immediate risk that important data will be overagit before it can be
retrieved.

Protect data. Some systems offer the option of write-protectang
selected video sequence to prevent it from beirgywsitten before it can
be retrieved; however, it should not be assumedtthsa facility will be
present.



() Confirm that the data can beretrieved in its native file format. It is
preferable to extract the CCTV sequence in itsveaformat in order to
maintain image quality and provide best evideneenewhere this file
format is proprietary to the CCTV manufacturer. Sosystems may
provide an option to write the sequence to AVI fihich may seem to
be an advantage in that the video will be replagalsing standard
software; however the generation of the AVI fileéeof requires the video
to be recompressed, resulting in a loss of quadihd so this method
should be avoided. Metadata such as time and d&temation may also
be lost, along with any stored bookmarks. (Notd thlaen copying data
files manually via Windows Explorer, the metadamna &ndex files may
be stored in a separate directory to the videafjle

(m) Replay software. Is the data format proprietary? If so, it is n&xay to
retrieve a copy of the replay software alongsidedhta. Some CCTV
systems provide this facility, but others do natddhe software has to be
obtained separately, e.g. from the manufacturegbsite. It should be
established that the facility exists to replay tlaga before leaving the
scene and allowing the system recording to be oxtiem.

(n) Confirm success of retrieval. The retrieved data should be checked
before leaving the scene (or immediately on retugrib the lab) to
confirm that (i) the retrieval process was sucagisand (ii) that any
associated replay software functions correctly.sTdtieck should be done
on a machine other than the original recorder tsues that replay is not
device specific.

(0) Restart the CCTV system (if necessary). Ensure that video is being
recorded onto the system as well as being displagedl live view.
Confirm in the presence of the owner/operator thist operating as it
was originally and obtain a signature.

(p) Complete evidence sheet. The following information should be included
with the evidence to assist the investigator withsequent replay and
analysis:

* Make and model (important when trying to identify suitable replay
software or hardware)

e Errorin display time and date
e Time period covered by download

* Include replay software if available

(9) Media handling. Media should be packaged to minimise the likelithoo
of damage in transit. CDs and DVDs should be kephdividual cases
rather than on a spindle, flash cards should beedtm their original
protective packaging and particular care shouldalxen to protect hard
drives removed from systems. These should prefgradlstored in
individual boxes with foam inserts. All evidenceosiid be bagged and
labelled according to established procedures, hadabel on the box
should contain sufficient information to link it the evidence sheet that
contains the full details. Also, if there are mplé discs, the labels
should identify the correct order for replay.



2.3

2.4

Equipment
A range of equipment will be needed to enable anigan to be able to deal
with the variety of systems that are likely to beeuntered. The following is

a suggested list of equipment that should pern@trtitost common systems to
be dealt with and retrieval methods to be undemake

e Appropriate forms for documenting the audit trail

e Toolkit (plus torch, mirror, pens and labels fob=marking)
e Blank media, e.g. CD-R, DVD-R, DVD+R, DVD-RAM

* External CD/DVD writer

* USB hard drives (capacity 200GB+)

 Replacement hard disk drives (range of sizes 80=B)0

* Laptop, with USB and network connectivity. (A sdiea of proprietary
replay software could be installed, to enable tbemloaded data to be
checked).

*  Memory card reader
* Network cables (crossover and patch)
« Extension cables (e.g. 4-way power distributionleap

« Digital camera — to record cabling and connectibare disconnecting
system

* Analogue/digital video monitor

* Replacement (loan) DVR units

Selecting Method for Video Retrieval from Digital CCTV
Systems

The chart presents the various options availablafanloading data in its
native file format, starting with those methodstthee the most
straightforward to implement and will minimise potel disruption to the
CCTV installation. Explanatory notes are provided éach option and
guidance given for assessing the practicality anthbility of each technique.

Most of the techniques described are relativelgigtrtforward and could be
undertaken by a competent and experienced usesropuaters and/or DVRs.
The part of the procedure that deals with remowal @eplacement of hard
drives, however, requires a higher level of techhmmpetence and
familiarisation with other issues, such as heaittl safety. It is not
recommended that this be undertaken by staff withio& appropriate
knowledge.

Each technique results in the production of a mrastey, although some
master copies may be the result of a copy of a tcomywrite-protected
medium. This is acceptable under best evidences et the weight a court
will place on the evidence will be determined byhio has been handled. It
is therefore essential that ‘chain-of-evidencemiaintained and documented.



PROCEDURE FOR SELECTING METHOD FOR VIDEO RETRIEVAL FROM
DIGITAL CCTV SYSTEMS

Request received

CD/DVD writer
present?

Yes

No

Download method
practical?

Yes

No

Other internal Yes
drive present?

e.g. Flash

No

Download method
practical?

Yes

No

Yes
USB port present?

No

Download method
practical?

Yes

No

Network
connection
present?

Yes

No

Download method
practical?

Yes

No

Can HD be
removed from

Yes

Write to CD/DVD

Download to drive

Return to lab
Write to CD/DVD

Download to USB
hard drive

DVD practical

Download to CD/

?

Return to lab
Write to CD/DVD

Download to laptop
via network

Return to lab
Write to CD/DVD/HD

system?

No

(o]

Is DVR unit Yes

Remove and replace
and/or clone HD

Write to CD/DVD/HD

portable?

No

Request not practical
Provide SIO with
alternative options for
securing Master

Remove recorder
Replace with similar
Return to lab

Can data be

system?

extracted from

Retain as' Master
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Explanatory Notes for Chart

Request received

An initial assessment should be made to determinetiner the request seems
reasonable, i.e. is the volume of data asked fpragriate to the nature of the
incident being investigated. If a general request been submitted for all
available video from a site, then an attempt shdnddnade, in conjunction
with the SIO, to narrow down the period of interbefore starting the
download.

It should also be confirmed that alternative rodtasobtaining the data have
already been explored before requesting technigapart, i.e. has the owner
been asked to undertake the download, or is hedgable from the installer
or manufacturer of the CCTV system?

CD/DVD writer present?

Many digital CCTV systems have a built-in CD/DVDiter for downloading
data, in which case there should be an option withe CCTV software to
facilitate the back-up of the selected video segesr(in the native file
format). There may also be the option to include dplay software on the
disc along with the data. Write-once discs showddibed.

Download method practical?

The practicality of a particular export method egefmined by the resource
(e.g. staff hours), cost (e.g. media/hardware)et{mg. data transfer time),
and quality implications for the volume of databt retrieved. Before an
export method is chosen it should be assessedstgzach of the criteria to
determine whether it is appropriate.

For example:

* Aninternal CD writer may be present, but long sswges of video from
multiple cameras may require an impractically langenber of CDs for
storage. The download process may also take seletas to complete.
Archiving to a USB hard drive or via a network cegtion may be a
more practical option than the use of a CD writex no regular changing
of discs is required during the download process.

e It may be more time-efficient to replace the harives or remove the
DVR and undertake the download in the laboratoijcaigh this may be
more expensive in replacement hardware/media cost.

To assess whether downloading to CD is time-effitfer large downloads,
the time taken to create one CD should be checked the percentage of the
required video that fits on this disc noted. Frdmnstinformation, the total
number of discs required and the total archivimgetican be calculated.

For other download methods such as USB hard dmeeretwork, the file
transfer rate should be monitored and the totaisfer time estimated.



Other internal drive present?

If the facility exists to back-up data to memoryasisticks such as compact
flash, this may be utilised for extracting shorded® sequences. The storage
capacity for compact flash is approximately the sam a CD (albeit
increasing with time) and therefore similar probtemay be encountered if
archiving large volumes of data.

Memory cards are not the ideal medium for storirastar copies as cards are
more expensive than CDs and drives are less conzoname likely to provide
difficulties in accessing data for playback. Thtia memory card is used to
extract data from a CCTV recorder, it is recommehthat this is used as a
transport medium only, and the data files are tt@apied to the master
medium e.g. CD/DVD.

USB port present?

It may be possible to connect a USB (or Firewirajchdrive to the CCTV
system for data retrieval. Archiving data to USBddrive may be the
preferred option in several scenarios, for example:

* For downloading smaller quantities of data wherre¢his no other easy
option (e.g. CD writer). The USB drive in this cdsqust a transport
medium, and the data may then be copied to DVD/&Ppr| at the lab, to
make the master copy.

 For downloading large quantities of data, wheris iquicker or more
practical than writing to several CDs. When copylagge quantities of
data, it may be more efficient to exit the CCTV teys software (which
may be possible on a Windows PC-based system) apyl the required
files directly using Windows Explorer. This may alse necessary if the
CCTV software does not recognise the addition ef tf6B device and
consequently offers no suitable menu option. (Hdeooperating
systems it may be necessary to install a USB dffiwethe device being
attached.)

Download to CD/DVD practical?

Where a USB hard drive has been used to downloadidla at the premises,
either for convenience or out of necessity, ituggested that a master copy is
then made from this on a write once medium suc€@sR or DVD+/-R. This

is also more cost-effective than retaining the UB®e permanently as
evidence. The USB drive can then be wiped and kuse

If very large volumes of data have been extracsedéral tens of GB), it may
be deemed impractical to archive to CD/DVD, in whiztase a decision could
be made to retain the USB drive as the master. 3tsild then be stored and
handled accordingly.

11
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Network connection present?

Where CCTV software provides for network connedtiva laptop could be
linked to the system using a crossover cable aralddtess specified to create
a local network and allow transfer of data.

DVR-based systems often require remote viewer sarivio first be installed
on the laptop, although this can sometimes be doaddd directly from the
DVR via a web browser. For a PC-based CCTV systemmaly be possible to
exit from the CCTV software and create a connectia laptop via
Windows. Video data can then be downloaded to #rel kirive on the laptop
or to a USB hard drive connected to it, and a mastpy then created from
this on an appropriate medium.

Some systems may provide a remote network conneéiooff-site
monitoring or data download. Before using this fiagithe network speed
should be checked and it should be confirmed thattansmitted video is of
the same quality as that which is stored locally.

Can hard drive be removed from system?

The direct replacement of hard drives can be akgoiethod for extracting
large volumes of data from a system. The recordey bre equipped with a
removable hard drive in a caddy, or the casincghefunit may need to be
opened and the storage drives extracted and repl@m=pending on the
system, the hard drive could be replaced with alblghe quickest option) or
a clone could be taken and the original drive repth

There are several risks with this approach, howeaed it should only be
attempted with caution, and by an experienced erggin

e It should first be clearly established that it wo# possible to replay the
data from this hard drive in the laboratory. A Dy have a fully
removable hard drive for storing data, but thisrdrimay not be
compatible with anything other than the originadaeder.

«  Where the casing of the DVR needs to be removexttess the drive,
care must be taken to follow appropriate health saféty procedures,
particularly with regard to potential exposure tecatricity. The
possibility of invalidating the manufacturer’s wanty or damaging the
storage media by undertaking this procedure alsasi¢o be considered.

e A hard drive removed from a standalone DVR maybin Windows
compatible format, and therefore the data filed miit be accessible via
connection to a PC. It may be possible to replaydata from the hard
drive by fitting it to another similar CCTV recondée.qg. if there is a unit
in stock from a previous job), but in the worsteasenario the hard
drive will be locked to a specific CCTV recorderdawill only play on
that one machine.

e« The data may appear to be contained on a removeltedrive in a
caddy which is thus easy to extract. However, theag be a second
hidden data drive within the DVR, which is only assible by removing
the case.

e The DVR may not recognise any replacement driediteven a clone of
the original.



Is DVR unit portable?

In circumstances where all other retrieval optibase been rejected as either
impractical or impossible then the decision mayrsde to remove the
recording unit itself. This assumes that it is ghgHy possible to do so, and
that removal is justified by the significance oétimcident being investigated.
For example, where the volume of data requireceiy Varge, it may be time-
efficient to temporarily remove the recorder andlerake the download in
the lab, rather than wait at the site for a dowdlbmcomplete. Alternatively,
for some systems, there may no straightforward owetor extracting the
required video (e.g. no CD writer or data outputtp@nd a hard drive that
cannot be replayed in another machine). In thisiade, it may be necessary
to take the recorder and retain the unit as evidenc

If the DVR is removed, the implications (legal, imance, etc.) of this should
be considered, and a decision taken as to whetheplacement recorder
should be provided, or other arrangements madedardo maintain security
at the premises.

Can data be extracted from system?

If a DVR unit has been removed from the premisesabse it was more time
efficient to do so than to wait while the video wd®mvnloaded, then the data
should be archived to CD/DVD on returning to thie,land the DVR then
returned. For those systems where it is imposgibkextract the data in a
replayable format, the DVR unit itself may needtoretained as evidence.

Request not practical. Refer back to SIO

Where it is impractical or not economically viabhtedownload the required
data and the CCTYV recorder is too large or compiere removed, the
request should be referred back to the SIO forlacpadecision.

The SIO should be presented with alternative otimnenable data to be
retrieved. For example:

e It may be possible to reduce the volume of dataiireg by reconsidering
the time period of interest or the number of careereeded. By reducing
the volume of data, it may then be possible toamwe of the methods
that had previously been rejected.

* It may at this stage be necessary to consider ustingr techniques such
as recording of the system analogue output, or soanersion, which do
not provide exact copies of the original data, Wwhtch may be the only
practical way of retrieving video evidence from hestem. This is
discussed in more detail in section 3.

13
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Production of Working Copies

Introduction

It is always preferable to create working copieshie native file format to
maintain image quality; however where the file fatndoes not permit further
processing, or where editing or replay is hinddrggroprietary software
then it may be necessary to convert the videorwee accessible format.

This section gives guidance on the production gfies in non-native file
format. In some circumstances, it may also be reargsto follow this
procedure if it has not been possible to createasten copy of the CCTV
sequence from the original recorder in its natile format, as discussed in
note 11 of section 2.5.

The options available will depend on the form inie¥hthe master copy is
stored, i.e. whether it is to be replayed direétbm a DVR, oris in a
proprietary video file on CD/DVD for replay on a PThe option selected
may also depend on the desired output format fentbrking copy,
particularly whether there is a requirement to viéw video on a PC or on a
standalone player (such as a DVCPro/DVD/VHS machine

The various routes available for format conversaoa presented in the chart
opposite, which also shows the different optionaikable for final storage of

the working copy. These storage options are ramkethe chart to provide an
indication of the relative image quality that cam dxpected after conversion
when viewing the product.

The boxes on the chart have been left open-endéddramked with dotted
lines to signify that whilst it is possible to meas the ‘best’ image quality
possible from each technique, the actual imageityualay be poorer. Several
factors can affect this, the most significant ofievhis the quality of the
equipment used. (In other words, a cheap scan cterveecording to a worn
VHS machine will be substantially worse than a gsodn converter
recording to a new VHS machine. However, the saca@ gonverter will
usually produce a better result if recording to DRfG@ than VHS.)

The AVI box (on the proprietary player conversiaute) is open ended at
both top and bottom, as the final image qualithighly variable and is
dependent on how the AVI is generated. Also onciiert, DVD refers to the
video DVD format that can be played directly onaraestic standalone
player.

Further details on the conversion routes are prxvieh the guidance notes.
Information is given as to the suitability of eamdnversion technique and
storage medium, so that appropriate choices candie to best minimise the
potential degradation in image quality.



PROCEDURE FOR PRODUCTION OF WORKING COPIES

Master [=--nNativeFile __ Y Working
Format Copy

I Format does not permit required operation I

From download

procedure
note 11

Format
conversion
required

|
|
|
|
CVBS 1
Output path? 1
|
|
|
g l
Y Sy
,”Proprietary‘\
Frame Grabber Scan Converter ] Player ]
\ Conversion ,
--q--
|
L I : -
Final Format :
|
|
|
|
|
|
|
|
|
|
|
1
I I [ :
I 1
I I
I I
| 1 1 1
1 ] 1 ]
I 1
I 1
I 1
1 1
L
I '
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Explanatory Notes for Chart

Master in native format

Best evidence and image quality is provided by aterain the native file
format. To best retain image quality the workingpgahould also be in the
native file format, made either from the masteabthe same time as it.
Producing a first working copy in the native filermat will also reduce the
need to access the sealed master.

This format, however, may need proprietary softwardardware for replay
and this may not provide the required functionatdyenable editing or
processing to be undertaken. If this is the cakeraat conversion will be
required.

Output path?

There are three possible routes for format coneatdrirstly it might be
possible to output via an analogue CVBS connectsoch as the PAL
monitor output from a DVR. Secondly it may be pb$sito connect via a
VGA cable, either from the DVR or from the replag PThirdly there is
direct conversion of the data using functionaltttmay be available from
within the proprietary software.

Analogue (CVBS) Output from DVR

If the DVR unit itself has been retained as eviderar a DVR is being used
to replay a hard drive that was retrieved as evideit may be possible to
create a working copy of the required video seqadncrecording directly
from the analogue PAL output. The DVR should beteajive a single
camera output rather than a multiple camera viemaximise the image
quality. Time and date information should also spthyed within the picture
if possible.

Frame Grabber

Frame grabbers are used to capture a video siguel as the CVBS output
from a DVR, and then output this to a PC eitheadstmap image or a movie
file, which can then be edited. Some frame grabldditionally have the
capability to take in a VGA signal. They can thiesused to capture the
CCTV displayed within the proprietary software r@pwindow on a PC
(including the time and date information if thisskown separately) and save
it in a format that is compatible with video prosawgy software.

e High quality frame grabbers such as those assatiatth professional
non-linear editors can produce working copies Miithe loss in image
quality compared with the original. However, thissames that the
images are saved in an uncompressed format. Ther degwback to this
method is the resulting file size, which can betad GB for a 15 second
video sequence from a VGA frame grabber. Compressiould
significantly reduce this file size, but at the erge of picture quality,
particularly as a result of concatenation effects.



* A high specification VGA frame grabber card and Wa@uld be required
to provide full-frame capture at a high refresterait a total cost of
approximately £7000

« Software based screen capture programmes are lgogkernative to a
hardware based VGA capture card, as they can e toseapture a
window and save it to AVI. However, they rely sgl@n the processing
power of the PC, which is generally insufficientrediably acquire
moving video from the proprietary software replaynaow.

Scan Converter

A scan converter is a hardware device that is teg¢thnsform a computer
graphics (VGA) signal to a PAL video signal whicancthen be recorded
directly onto videotape or video DVD. It could beedl to record the CCTV
signal directly from a DVR if the DVR has a VGA mitor output.
Alternatively it could be used to capture the vigdayed with proprietary
replay software on a PC and then output this te @pvideo DVD. Most scan
converters allow the user to define a window on\l&A screen to be
captured, although only the most expensive prottgeflexibility to select a
window to precisely match that of the proprietatgyer.

As well as scan converters, some PC graphics @alavailable which have
an analogue output and enable a user-defined wircothe VGA screen to
be converted to PAL format. They can thus be used direct replacement
for a traditional scan converter to capture thepatifrom a proprietary
player.

Many scan converters exist, ranging in price frggpraximately £300 -
£8000. Since scan converters operate by digitising a \&&ghal, re-
sampling and processing before converting to ansdogdeo format, some
loss in image quality is inevitable.

* The degree of quality loss is highly dependentlenrmake of scan
converter used, and the image quality correlatel thie price of the scan
converter.

e The best scan converters produce images that amesalas good as those
that would be obtained by taking the analogue fdiegictly from the
DVR.

e Graphics cards with an analogue output can producienage quality
which, while not as good as the most expensive soawerters, is
significantly better than those scan converterhaequivalent price
bracket (approximately £560

A more detailed description of the operation andgenance of scan
converters is given in the HOSDB publications 20(U&leo Processing and
Analysis Training Reference Manual) and 24/05 (SCanverters and
Retrieving Digital CCTV Images).

12006 prices
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Proprietary Player Conversion

Some CCTYV replay software provides the facilitydicectly convert the
video sequence from the manufacturer’s proprietargnat to a standard AVI
file. If it were possible to undertake this procesthout changing the original
image data, then this route would be the most blétéor retaining image
quality. However, in practice this process oftendives re-compression of
the video, which could result in severe image gyalegradation.
Alternatively, the software may save the file inlamcompressed format, but
this leads to the creation of extremely large filEke precise conversion
process used varies, and is usually not describé¢llel software user guide
provided by the manufacturer. Because of this uadmety, this technique
should usually be avoided.

Final Format

Several types of storage media exist onto whichwbeking copy can be
recorded, including DVCPro, MiniDV, (S)VHS and va®VD, as well as
PC-based (AVI) formats.

« The use of a frame grabber to create a PC-basedhfilncompressed
AVI format is the route which best maintains imapelity.

« Where there is a choice available between CVBS\&&4 outputs, it is
usually preferable to record to tape from the CM&Sput than to record
to tape via a scan converter from the VGA output.

* Of the tape-based media, the use of DVCPro usua#ults in the most
faithful reproduction of the image, although fomauality images, there
may be little to visually differentiate the perfoanmce of the DVCPro,
MiniDV, (S)VHS and DVD recorders.

e There is little difference in quality between rediog onto SVHS and a
high quality VHS recorder, given the typical qualdf most CCTV.

e There is minimal difference in image quality betwaecording onto
(S)VHS and video DVD.
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Glossary

ACPO
Association of Chief Police Officers

AVI

Audio Video Interleave. A multimedia file formatrfstoring sound and
moving pictures developed by Microsoft. An AVI fitmn use different
codecs and formats so there is no set format fok\nfile, unlike VCD
video, for example, video which sets a standarddésplution, bitrates, and
codecs used. The term AVI is used in this repoddnote any general
widely-recognised movie file format.

CCTV

Closed Circuit Television. System where video ansmitted for display or
capture without being broadcast. Commonly usedtoweillance and
security applications

CD

Compact Disc. Digital optical recording medium. Aable both in write-
once (CD-R) and re-writable (CD-RW) form. CD-R vierss are preferred in
order to ensure evidential integrity.

CVBS

Chroma, Video, Blanking and Syncs. A single charombur analogue signal
also known as composite video

DVCPro
Professional digital video tape format introducgdFanasonic

DVD (DVD+/-R, +/-RW, RAM)

Digital Versatile Disc. Optical recording mediummsiar to a compact disc,
but with closer track and pit spacing allowing fweater storage capacity (up
to 4.7GB for a single layer DVD disc).

Like CD, DVD is available in write-once and re-vafitte forms; however, two
competing and incompatible standards exist, denbjegither ‘+’ or *-’
labelling. Many modern DVD drives can read bothniats. An additional,
less common re-writable form exists, known as DVEBNR which can be
written to in a similar way as a computer hard disive.

DV / Mini DV

Digital Video. The DV format is an internationalgitial video recording
standard for consumer use. MiniDV uses a smallenffactor cassette tape
than standard DV and is commonly found in camcaderthe consumer
market.



DVR

Digital Video Recorder. A generic term for a devibat is similar to a
videocassette recorder but records video datagitadiform on a hard drive
as opposed to a videocassette tape.

Firewire

Firewire is a version of the IEEE1394 High Perfonoa Serial Bus for
connecting devices to a computer, developed by &gmmputers. It allows
data transfer at speeds of up to either 400 megaleit second or 800
megabits per second, depending on the version.

GB

Gigabyte. A unit of information or storage equival¢o 1 billion bytes or 1
thousand megabytes. Typical computer hard diskedrivave a storage
capacity measured in tens or hundreds of gigabytes.

HOSDB
Home Office Scientific Development Branch

IP

Internet Protocol. A standard that allows for thrensmission of data across
networks. Every machine on the network has a unideastifying number,
known as an IP address.

Master

The original copy of the data, that is documentaled and stored according
to established procedures and can be examinedcbyra if required, to
confirm the authenticity of the evidence. When wde recorded to a hard
drive, the data may be transferred to a removalddiom, e.g. CD/DVD,
creating a permanent copy which would be definethagnaster.

MB
Megabyte. A unit of information or storage equivaléo 1 million bytes

Native File Format

The file format of the primary image or originacoeding on the hard disk
drive

PACE
Police and Criminal Evidence Act

PAL

Phase Alternate Line. Video colour coding standaddpted for television in
UK and most other European countries using 625slianed 25 frames per
second.
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PC
Personal Computer

SIO
Senior Investigating Officer

SVHS

Super VHS. Higher quality semi-professional versodrtVHS with improved
picture detail

B

Terabyte. A unit of information or storage equiveléo 1 million megabytes
or 1 thousand gigabytes

uUSB

Universal Serial Bus. A standard interface portestn a computer and add-
on devices. USB transfers data at speeds of uR tmdgabits per second,
while the newer USB2 allows data transfer at ug&80 megabits per second.

VGA

Video Graphics Array. Refers to both a resolutiomiat for digital monitors
and the cables which connect to the display

VHS
Video Home System. Domestic analogue videotape &brm

Working Copy

A copy of the data made either from the master copyt the same time as
the master copy, and used for investigation, texdirinvestigation, briefings,
circulation and preparation of prosecution or detenvidence.

WORM

Write Once Read Many. Used when discussing commiteage media that
can be written to only once, but read from multipfees, such as CD-R and
DVD+/-R.
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